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1.0 Purpose 
1.01 Background 
The following policy and guidelines inform State employees and contractors of their allowable 
usage and features with mobile computing devices available for business and limited personal 
use while connected to State networks and information technology assets.  
This policy is necessary to protect the confidentiality, availability, and integrity of State of 
Utah secured information while stored, transmitted, or processed on mobile computing 
devices. Mobile devices are more susceptible to theft and loss in comparison to traditional 
desktop computing devices and additional security measures are needed. This policy is not 
applicable to State data and information that is available on State public Internet sites. 
 
1.02 Definitions 

• Mobile device – Any mobile computing device, mobile phone, tablet computer, or laptop 
computer that accesses and stores information. 

• State data – Non-public information owned by the State of Utah that requires authentication 
(a user identification and password) for access. 

• Secure network – The State’s wired and wireless network used to access State data and 
resources including the UWDN network.  Access to the Capnet network is not limited by this 
policy. 

• Mobile Device Management (MDM) – A technology system that is used to ascertain if mobile 
devices attempting to connect to the network have required security controls configured. 

• Bring Your Own Device (BYOD) - a concept that allows employees and contractors to utilize 
their personally-owned technology devices to stay connected to, access data from, or 
complete tasks for their organizations. At a minimum, BYOD programs allow users to access 
employer-provided services and/or data on their personal laptop computers, tablets, 
smartphones, and other devices. 

•  Security protocols – Configurations, settings and communication techniques on a device that 
control the confidentiality, integrity and availability of the devices data. 

• Operating System – A collection of software that manages device hardware resources and 
provides common services for applications and computer programs. 

• Security Incident – An event that compromises the confidentiality, integrity or availability of 
State data. 



• Encryption - The process of encoding data in such a way that third parties cannot read it and 
only authorized parties can (currently iOS devices are encrypted by default and Android 
devices are not). 

• Firewall – A software or hardware-based network security system that controls the incoming 
and outgoing network traffic by analyzing the data and determining whether they should be 
allowed through or not. 

• Supported Version – A release of software and/or hardware that has been approved for State 
use and can be used to access and process State data 
 
1.1 Scope 
1.11 
This policy applies to any mobile device that is used by the executive branch agencies to 
access and store State information or is used to access the secure network. 
 
1.12 
This policy applies to State employees and contractors accessing State data.  Agencies should 
determine the best means of sharing data with outside parties including commissioners, board 
member and consultants.  Communication methods and mediums should be considered before 
sharing information with them and security controls such as authentication and encryption 
should be considered for private and restricted data. 
 
1.13 
The policy establishes a baseline standard for all mobile devices, whether purchased by the 
State or personally purchased, and used by State employees for access to State data and 
networks. Agencies are required to adhere to these standards on all mobile devices and 
determine if additional security measures should be established for the needs of their 
individual data sets. 
 
1.14 
The Department of Technology Services (DTS) supports the Mobile Device Management (MDM) 
service to enforce the technology standards outlined in this policy.  Agencies can administer 
these MDM services independently or can elect to have DTS perform this as a service for 
them.  If Agencies choose to administer MDM services individually, DTS will annually assess 
the configurations for compliance with this policy. 
 
2.0 Policy and Rules of Behavior 
2.1 Any user with a mobile computing device accessing State data is subject to all DTS 
enterprise and agency policies, as well as federal, state and local statute governing 
acceptable use of State networks and information technology assets. 
 
2.2 Smart phone and tablet devices (such as Android and iOS) will be configured to and users 
will agree to: 

• Protect the State-owned and personal computing device from theft, damage, abuse, 
and unauthorized use. 

• Notify the DTS Help Desk or Enterprise Information Security Office within one hour if 
the device is lost or stolen, or as soon as practical after they notice the device is 
missing. 

• Follow the Enterprise Information Security Policy 5000-0002, Section 2.3.1 Media 
Protection when connecting external devices to mobile devices for data storage (using 
encrypted disks to store any sensitive information). 



• Connect to State networks using the security protocols required by your Agency. This 
may include use of secured network connections and use of State approved Virtual 
Private Network (VPN) services. 

• Receive and install security and other operating system updates from the operating 
system vendor. 

• Install Mobile Device Management software and applications on their device prior to 
connecting them to State systems. 

• Use a 4-digit device password or thumb print reader on smart phones and tablets. 
• Agree that DTS may restrict the access of any mobile computing device to State 

networks if the mobile computing device presents a probable and demonstrable threat 
to the integrity of State data or other computing resources. 

• Encrypt the data on their device where State data is stored. 
• Agencies may determine that personally owned mobile computing devices can connect 

to the State network and be used for business purposes.  Personal devices that are used 
to access and store State data must meet the following requirements: 

 Allow the State access, for discovery purposes, to the content stored on 
the device when it is believed to be connected to a security incident; 

 Give the State the right to remotely disable or wipe the State data 
stored on the mobile device in the event the device is lost or stolen; 

 Install a Mobile Device Management agent requiring device encryption, a 
4-digit passcode (or thumb print reader) and anti-virus (antivirus on 
Android devices only). 

 
2.3 Laptop computers will be configured to and users will agree to: 

• Protect the State-owned and personal computing device from theft, damage, abuse, and 
unauthorized use. 

• Notify the DTS Help Desk or Enterprise Information Security Office within one hour if the 
device is lost or stolen, or as soon as practical after they notice the device is missing. 

• Not use personally owned data storage devices and media (USB Flash Drives, CD/DVD, 
Portable Hard Drives, etc.,) to capture and store State-owned information assets. 

• Connect to State networks using the security protocols required by your Agency. This may 
include use of secured network connections and use of State approved Virtual Private 
Network (VPN) services. 

• Receive and install security and other operating system updates from the operating system 
vendor. 

• Use a password compliant with the 4000-0002 Enterprise Password Standards Policy. 
• Agree that DTS may restrict the access of any laptop to State networks if the device presents 

a probable and demonstrable threat to the integrity of State data or other computing 
resources. 

• Encrypt the data on their laptop if connected to the State network. 
• Agencies may determine that personally owned laptops can connect to the State network and 

be used for business purposes. Personal laptops that are used to access and store State data 
must meet the following requirements: 

 Allow the State access, for discovery purposes, to the content stored on 
the device when it is believed to be connected to a security incident; 

 Give the State the right to remotely disable or wipe the content of the 
device in the event the device is lost or stolen; 

 Install anti-virus software that actively scans for security threats and 
receives regular updates of new viruses; 



 Install and activate encryption of all State data stored on the laptop or 
activate whole-disk encryption (Filevault for Apple computers and 
Bitlocker for Windows computers); 

 And activate the laptop’s firewall to block incoming traffic to the 
device. 

 
2.4 Access to and continued use of network services is granted on the condition that each 
employee or contractor reads, signs, respects, and follows Enterprise and Agency policies 
concerning the use of computing devices while connected to State-owned networks and/or 
information assets. 
 
2.5 Personally owned devices used for State business purposes agree to the following: 

• DTS does not provide technical support for personally owned devices, 
• Users acknowledge that when State data is stored on personally owned devices, the contents 

of these devices could be subject to GRAMA requests, and 
• Users agree to hold the State harmless for any damage to the device or its operating system 

and related software as a consequence of using the State network or other computing 
resources. 
 
2.6 Current Mobile Devices Approved for State use: 
Android Smart Phones & Tablets version 4.X or higher 
iOS iPhones & iPads 
Windows Based Laptop Computers (only DTS supported versions) 
Mac OSX Based Laptops 
Google Chrome OS 
 
This list of approved devices will be maintained in the Desktop Services product description at 
the following link: 
http://dts.utah.gov/get-a-product-service/desktop-services.php 
 
2.7 Personal data storage devices (USB Flash Drives, CD/DVD, Portable Hard Drives, etc.,) are 
not approved for use.  State information should not be stored on personally owned mobile 
devices outside of native email, calendar, and State approved applications. 
 
2.8 Expectation of Privacy 
State of Utah employees and contractors do not have a right, nor should they have an 
expectation, of privacy while using State-owned personal computing and data storage devices 
connected to or using State-owned networks and information technology assets, including 
accessing the Internet and using e-mail and voice communications. The Department of 
Technology Services will respect the privacy of employee and contractor personal devices and 
will only request access to the device by technicians to implement security controls, as 
outlined by enterprise policy directives, or to respond to legitimate discovery requests arising 
out of administrative, civil, or criminal proceedings.  This differs from policy for State-owned 
or provided equipment/services, where State employees and contractors do not have the 
right, nor should they have the expectation, of privacy while using State-owned equipment or 
services.  If questions arise related to compliance with these security requirements, State 
employees and contractors may opt to drop out of the BYOD program versus providing the 
device to technicians for compliance verification. Should a user opt out of the BYOD program, 
it is expected the personal device is not used to access State resources. 
 

http://dts.utah.gov/get-a-product-service/desktop-services.php


3.0 Policy Compliance 
State of Utah employees and contractors are expected to comply with this policy.  Additional 
policies and standards developed and implemented by State Agencies may include additional 
objectives or detail, but must be compatible with the security objectives described in this 
policy document. 
 
4.0 Enforcement 
Violation of this policy by personnel employed by the State of Utah may be the basis for 
discipline including but not limited to termination.  Individuals and contractors working with 
any State of Utah Agency found to have violated this policy may also be subject to legal 
penalties as may be prescribed by state and/or federal statute, rule, and/or regulation. 
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SUBJECT:  CELL PHONES AND LAND-LINE TELEPHONES 

RATIONALE:  The Department of Human Services (DHS) requires cost effective options in 

meeting cell phone and land-line telephone needs and effectively serving clients; securing State 

data and information while it is stored, transmitted, or processed on a cell phone; and 

justification of business need for an employee’s use of a cell phone for State business.   

 

 

I. Definitions 
 

A. Business need – A need which supports a business goal or objective of a DHS work unit.  
Examples of business needs include: (1) the work unit’s need to contact the employee for work-
related issues, (2) the work unit’s need that the employee be available to speak with clients in the 
field, and (3) the employee’s need to speak with clients outside the employee’s normal work day.    
Ineligible business needs include (these do not meet the criteria for providing an employee a cell 
phone because they create a taxable situation under the IRS guidelines):  (1) to promote the 
morale or good will of an employee, (2) to attract a prospective employee, or (3) to provide 
additional employee compensation. 

B. Cell phone –any device that is designed to be moved, excluding laptops, and is capable of 
collecting, storing, transmitting, or processing electronic data or images.  Examples include a 
tablet (e.g iPad), iPhone, Blackberry, Smartphone, or mobile network connected storage device. 

 

II. Policy 
 

A. Business Need for a Cell Phone.  The agency must justify an employee’s business need for a 
cell phone.  If the business need cannot be clearly identified, no State cell phone or 
reimbursement (ongoing) shall be provided.  Business need must be documented, signed by the 
appropriate individuals, retained indefinitely, or for one year after the last reimbursement, and 
evaluated annually using Form A or Form B. 

B. Personal Use of a State Cell Phone.  Personal use of a State cell phone must be de minimis 
(short and infrequent) and is generally limited to incidental and occasional use in accordance 
with DHS policy and procedure 06-04 on “Appropriate Use of Information Technology 

Resources” and Administrative Rule 895-7 on “Acceptable Use of Information Technology 

Resources.” 

C. Reimbursement for Business Use of a Personal Cell Phone.  There are two options in which an 
employee may be reimbursed for using a personal cell phone for State business: 

1. Per-pay-period reimbursement (ongoing) for cell phone services: 

Voice $14 Text $2 Navigation $5 International $2 
Data $10 Tethering (wi-fi) $4 Emergency Priority $2   

***IMPORTANT*** The employee’s share of the personal phone bill cannot be less 

than the reimbursement amount, and the calculation must be approved by the work unit 

manager.  (See Form B for further detail.)  DHS work units may set their own cell phone 

reimbursement rates as long as they are more restrictive (less costly to the State) than 

these reimbursement rates, and they should be included in the work unit’s policy. 

2. Occasional reimbursement of voice service at five cents per minute.  Occasional 
reimbursement requires management approval on the Employee Reimbursement/Earnings 
Request, Form FI 48, with the copy of the original bill attached.  (See FIACCT 05-05.00, 

Procedures, Occasional Reimb. of Actual Telecommunications Expenses - nontaxable.) 

D. Security.  Any cell phone, whether State or personal, that stores or transmits State data or 
information must be in compliance with Department of Technology Services (DTS) policy on 
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“Using Network Capable Mobile Computing Devices to Store or Access Secured State 

Information” and, in addition, must have: 

1. Encryption enabled on the cell phone. 

2. State-required software kept up to date (e.g. anti-virus, etc.). 

3. Only approved third-party applications installed in the State’s container on the cell phone. 

4. State data or information on the cell phone backed up using DTS approved services each time 
the cell phone connects to State networks. 

E. Prohibited and Discouraged Use of a Cell Phone.  Use of a cell phone to make or receive 
telephone calls while operating a motor vehicle is discouraged, and it is illegal to: 

1. text message; 

2. manually communicate through an electronic mail system; 

3. manually enter data into a handheld wireless communication device; 

4. send data, read text, or view images on a handheld wireless communication device; or 

5. manipulate an application from a handheld wireless communication device. 
(See Utah Code 41-6a-1716.) 

F. This policy supplements other administrative rules and policies established by the State.  
Employees are required to be knowledgeable of and comply with these rules and policies, 
including:  

1. DHS policies and procedures 02-03 on “Code of Ethics;” (in particular section II.B) and 06-
04 on “Appropriate Use of Information Technology Resources” (in particular sections 4.a, 
4.b, 4.c, and 5.); 

2. DTS Administrative Rule 895-7 on “Acceptable Use of Information Technology Resources” 
and policy 4300-0030 on “Using Network Capable Mobile Computing Devices to Store or 
Access Secured State Information;” and 

3. State Division of Finance accounting policy and procedure FIACCT 05-05.00 on “Cell 
Phones and Home Internet Service – State-provided, Employee Allowances or 
Reimbursements.” 

G. Privacy of Data on Personal Equipment.  Privacy of data on personal cell phones is subject to 
FIACCT 05-05, Policy, J. Personal data may be viewed by a State officer or court. 

H. More Than One Phone Per Employee.  Management should evaluate whether employees need 
two phones (land-line and cell phone) to meet their business need.  Where two phones are not 
needed, management should consider eliminating one.   

I. Personal long-distance calls made on a State land-line telephone must be reimbursed to the work 
unit at five cents per minute. 
 

III. Responsibilities 
 

A. Division’s Main Budget Office Responsibilities 

1. Designate work unit manager(s). 

2. Maintain list of designated work unit manager(s). 

B. Work Unit Manager Responsibilities.   

1. Designate cell phone coordinator(s) to assist work unit manager. 

2. Approve Forms A and B.  Develop monitoring procedures and monitor: 

a. State cell phone usage to ensure personal use is within the guidelines in the DHS policy 

and procedure 06-04 on Appropriate Use of Information Technology Resources.  
Monitoring of personal use should occur on a monthly basis and should focus on 
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employees with high minute use, large number of texts, and/or a large amount of data 
usage, and ensure personal use is within the guidelines in the policy.  (Can be verbal 
discussion; does not require highlighting personal use on the cell phone bill.)  This 
monitoring should be documented and available for audits. 

b. Personal cell phone reimbursements (ongoing) to ensure cell phone services are still 
needed for State business.  Monitoring of services needed for State business should occur 
on an annual basis and should ensure the reimbursements do not include extra services 
that are not justified by business need. 

3. Consider the option of allowing employees to share a State-provided cell phone when 
circumstances do not justify acquisition of a cell phone for an employee’s exclusive use.  All 
State-provided cell phones intended to be shared among work unit employees shall be 
registered in the name of the cell phone coordinator. 

4. When an employee terminates or transfers positions, notify the DTS Help Desk at (801) 538-
5772 to remove all State information and data on the employee’s personal cell phone. 

5. Initially and annually by May 30, require each employee who has been authorized to use a 
cell phone to complete a new Form A or Form B to ensure the State business need still 
applies.  Keep these completed and signed agreements in the work unit files.  At least 
annually, the work unit manager shall review the cost efficiency and performance of his/her 
Division, Office, Region, Bureau, or Institution cell phone carrier plan. 

6. Submit a copy of Form B to the Division’s Main Budget Office for review.  The Division’s 
Main Budget Office will request State Payroll to set up a recurring payroll payment using the 
nontaxable Wage Type 1182 (Telephone Reimbursement).  (See FIACCT 05-05.00 

Procedures, Employee-Provided Cell Phone - Nontaxable Allowance, paragraph 8.) 

C. Cell phone Coordinator Responsibilities 

1. Ensure that: 

a. All required forms are completed accurately, including all required signatures; 

b. A copy of the employee’s personal cell phone bill used to determine the reimbursement is 
attached; and 

c. All forms and personal cell phone bills are retained in a work unit file. 

2. Prepare and maintain a work unit list of all approved State cell phone and personal cell phone 
users.  The list shall include, at a minimum, the approved user’s name, work location, cell 
phone number, brand, model, serial number or other identification number, and carrier.  
When a State-provided cell phone is reassigned to another employee for State business use, 
update the list of approved State-provided cell phone users to reflect the reassignment. 

3. Maintain a checkout system for all State-provided cell phones available for use by more than 
one employee.  Each time an employee uses a shared State-provided cell phone, the employee 
shall sign Form C in addition to completing Form A. 
 

IV. Attachments 
Form A – State Cell Phone Agreement 

Form B – Personal Cell Phone Reimbursement Agreement
Form C – Shared State Cell Phone Checkout Sheet 

 
 

________________________________________ DATE:  ____________________ 
Palmer DePaulis, Executive Director 
Department of Human Services 























R895.  Technology Services, Administration. 
R895-7.  Acceptable Use of Information Technology Resources. 
R895-7-1.  Purpose. 
 Information technology resources are provided to state employees 
to assist in the efficient day to day operations of state agencies. 
 Employees shall use information technology resources in compliance 
with this rule. 
 
R895-7-2.  Application. 
 All agencies of the executive branch of state government 
including its administrative sub-units, except the State Board of 
Education and the Board of Regents and institutions of higher 
education, shall comply with this rule. 
 
R895-7-3.  Authority. 
 This rule is issued by the Chief Information Officer under the 
authority of Section 63F-1-206 of the Utah Technology Governance Act, 
Utah Code, and in accordance with Section 63G-3-201 of the Utah 
Rulemaking Act, Utah Code. 
 
R895-7-4.  Employee and Management Conduct. 
 (1)  Providing IT resources to an employee does not imply an 
expectation of privacy.  Agency management may: 
 (a)  View, authorize access to, and disclose the contents of 
electronic files or communications, as required for legal, audit, 
or legitimate state operational or management purposes; 
 (b)  Monitor the network or email system including the content 
of electronic messages, including stored files, documents, or 
communications as are displayed in real-time by employees, when 
required for state business and within the officially authorized scope 
of the person's employment. 
 (2)  An employee may engage in incidental and occasional personal 
use of IT resources provided that such use does not: 
 (a)  Disrupt or distract the conduct of state business due to 
volume, timing, or frequency; 
 (b)  Involve solicitation; 
 (c)  Involve for-profit personal business activity; 
 (d)  Involve actions, which are intended to harm or otherwise 
disadvantage the state; or 
 (e)  Involve illegal and/or activities prohibited by this rule. 
 (3)  An employee shall: 
 (a)  comply with the Government Records Access and Management 
Act, as found in Section 63G-2-101 et seq., Utah Code, when 
transmitting information with state provided IT resources. 
 (b)  Report to agency management any computer security breaches, 
or the receipt of unauthorized or unintended information. 
 (4)  While using state provided IT resources, an employee may 
not: 
 (a)  Access private, protected or controlled records regardless 
of the electronic form without data owner authorization; 
 (b)  Divulge or make known his/her own password(s) to another 
person; 
 (c)  Distribute offensive, disparaging or harassing statements 
including those that might incite violence or that are based on race, 



national origin, sex, sexual orientation, age, disability or political 
or religious beliefs; 
 (d)  Distribute information that describes or promotes the 
illegal use of weapons or devices including those associated with 
terrorist activities; 
 (e)  View, transmit, retrieve, save, print or solicit 
sexually-oriented messages or images; 
 (f)  Use state-provided IT resources to violate any local, state, 
or federal law; 
 (g)  Use state-provided IT resources for commercial purposes, 
product advertisements or "for-profit" personal activity; 
 (h)  Use state-provided IT resources for religious or political 
functions, including lobbying as defined according to Section 
36-11-102, Utah Code, and rule R623-1; 
 (i)  Represent oneself as someone else including either a 
fictional or real person; 
 (j)  Knowingly or recklessly spread computer viruses, including 
acting in a way that effectively opens file types known to spread 
computer viruses particularly from unknown sources or from sources 
from which the file would not be reasonably expected to be connected 
with; 
 (k)  Create and distribute or redistribute "junk" electronic 
communications, such as chain letters, advertisements, or 
unauthorized solicitations; 
 (l)  Knowingly compromise the confidentiality, integrity or 
availability of the State's information resources. 
 (5)  Once agency management determines that an employee has 
violated this rule, they may impose disciplinary actions in accordance 
with the provisions of DHRM rule R477-11-1. 
 
KEY:  information technology resources, acceptable use 
Date of Enactment or Last Substantive Amendment:  September 11, 2014 
Notice of Continuation:  April 15, 2014 
Authorizing, and Implemented or Interpreted Law:  63F-1-206 
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